P & R FABRICS GROUP
DATA PROTECTION POLICY AND PROCEDURE

Purpose: 
P & R Fabrics Group consists of P & R Fabrics Limited, Work in Style Limited, Uniform Clothing Solutions Limited and Westbrook Linen Limited (‘P & R Fabrics Group’). This policy applies to all companies in the P & R Fabrics Group and any data held by each individual company within the group.
P & R Fabrics Group (‘the Group’) is committed to being transparent about how it collects and uses the personal data of its workforce, and to meeting its data protection obligations. This policy sets out the Group’s commitment to data protection and details our policy around the processing of personal data. References in this Policy to “the Company” are intended to apply to each individual company within the Group. 
This policy is intended to provide employees with information regarding the types of data which the Company may hold and process about them and to provide guidelines on the processing of employee data in accordance with the General Data Protection Regulation 2018 (GDPR).  The policy does not confer contractual rights on individuals.

Scope:
This policy covers all employees, all contractors and agency staff.

Review:
We will review the procedure periodically in line with any legislative or Company changes and this policy will be amended from time to time.  Details will be communicated to employees.

Introduction
	GDPR regulates the way in which certain information about employees is held.   Details of the data we collect about our employees, the purposes for which it is collected and the lawful basis for processing can be found in our Privacy Notice for employees, workers and contractors. All employees should familiarise themselves with the contents of this Privacy Notice so that they are informed as to the data processing which we carry out. 
	Personal data includes data held in paper files and data held electronically. Processing is widely defined and includes every form of action that could be taken in relation to the data including obtaining, recording keeping or using it in any way, sharing or disclosing it, erasing and destroying it. 
	All employees, contractors and agency staff must comply with any policies and procedures set down by the Company in relation to the processing of data including in respect of the storage, retention and disposing of data and the recording of data processing. 
	

Data Accuracy

Employees have the responsibility to ensure that the Company is informed of any change in personal information e.g. change of name, address, telephone number.  Changes should be confirmed to the Accounts Control team.  Accounts will be responsible for informing other relevant departments e.g. Payroll and Pensions of notified changes. 

If a client, customer, supplier or contact notifies you of any change in their details, you should notify accounts so that records can be amended accordingly. 

	
Data minimisation and retention

Personal data will only be collected for specific, explicit and legitimate purposes. It will be processed in accordance with the original purpose for which it was collected. Excessive and unnecessary data should not be collected.

Data will be stored and kept in line with our retention policy. 

Data Security

Details of the type of information which will be “personal data” for GDPR purposes is set out in the privacy notice. It is important that this data is kept secure. All employees who process and have access to personal data must act in a responsible and confidential manner and adhere to the following security arrangements at all times:

· Personnel files should be stored in lockable filing cabinets in the authorised office.
· Personnel files should not be removed from the office in which they are stored.
· Any personal data that is held by the employee’s line manager or other departments e.g. pensions, payroll, sickness, disciplinary and grievance information must be kept securely in a lockable cabinet.
· All automated personal data must be password protected.
· Security passwords should not be disclosed to other users.  Employees are responsible for ensuring that their password is protected, kept confidential and is changed on a regular basis.
· When using automated systems for access and processing of personal data, employees should ensure that they close down the relevant applications when leaving their work-station.
· E-mail and faxes containing personal data should be used with care.  All copies of e-mails and fax messages containing personal data should be held securely by the recipients.
· Personal data sent within the internal mail should be placed in sealed envelopes and marked as “Strictly Confidential.”
· If personal data is to be disposed of, it should be shredded and under no circumstances left in a waste paper basket.
· If working remotely or using a mobile phone device to store data (for example on a laptop, tablet or mobile phone), comply with the IT Policy.

Suspected breaches of the above security arrangements will be dealt with under the Company Disciplinary Procedure.



	Disclosure of Personal Information

Access to personal data must be restricted to those who have a genuine requirement for legal, administrative or management purposes.

	The Company has a responsibility to its employees to be cautious in responding to any external requests for information about them.  Therefore any external requests cannot be released without the signature of the Managing Director and the data privacy manager. In the absence of any personnel as listed a second signature can be given by the Chief Executive and must be in writing. 

	Employees with access to personal data should be made aware that those seeking information might be using deception to gain access to information to which they are not entitled.  Therefore, employees should always establish the identity of the person making the request for disclosure before responding.  Particular care should be taken with telephone requests and where possible, any requests for information should be obtained in writing.

	Where those requesting information maintain the employer is under a legal duty to respond, the employee should ensure the request is received in writing and spells out the basis on which it is asserted there is a legal duty.

	Unless prevented by law, employees should be informed at the time a non-routine disclosure is made and wherever practical, a copy of the information should be made available to the employee.

	Special category personal data (as defined in the Privacy Notice and including any data relating to ethnicity, racial origin, political opinions, religious beliefs, trade union membership, physical or mental health) must not be disclosed to a third party without the individual’s explicit consent.  

	All employees and contractors who have access to employee data should be aware that it is a criminal offence to knowingly or recklessly disclose personal information about other employees without the Company’s consent.  

Consent

The Company is a Data Controller and must only process personal data on the basis of one or more of the lawful bases set out in the GDPR. The basis relied upon is clearly set out in the Privacy Notice. 

One lawful basis for processing data is consent. We will not ordinarily rely on consent where another lawful basis for processing applies however if another lawful basis does not apply we may seek consent for the processing of personal data or explicit consent for the processing of special category data. Evidence that consent or explicit consent has been obtained will be recorded to demonstrate compliance with GDPR.

	Employee rights

	As data subjects, all employees have rights in respect of their data under GDPR. Details of these rights and how to exercise them can be found in our privacy notice for employees. 

	Please see the appendix to this policy for further details of the process to be followed in exercising data subject rights.

Data breaches
All employees are required to immediately report a breach of personal data to their line manager and to the date privacy manager.  This may be reported verbally or in writing.
A personal data breach can be broadly defined as a security incident that has affected the confidentiality, integrity or availability of personal data.  In short, there will be a personal data breach whenever:
· any personal data is lost, destroyed, corrupted or disclosed; 
· if someone accesses the data or passes it on without proper authorisation;  
· if the data is made unavailable for example when it has been encrypted by ransomware; or 
· the data is accidentally lost or destroyed.
When a personal data breach is identified the Company will appoint a person(s) to investigate the facts relating to the breach, assess the likelihood and severity of the resulting risk to the individual(s) concerned and take steps to address it including considering where a recurrence can be prevented, for example through better processes, training or other corrective steps.  The investigation will be conducted promptly and will be recorded.
Where a breach of personal data is likely to result in a high risk to the rights and freedoms of individuals, for example it could result in discrimination, damage to reputation, financial loss, or other significant outcome the Company is required to notify the ICO and in most cases, those individuals concerned directly.  In this instance the Company will work in line with the ICO guidance on Personal Data Breaches to ensure its approach is consistent with the requirements of the relevant legislation.

	Training and Information

	All employees with access to employee records and who are responsible for processing personal data should receive training and guidance information on the key aspects of GDPR and their responsibilities under GDPR.

	All contractors or agency employees whose duties involve processing personal data should be made aware of the contents of the Privacy Notice and their responsibilities under this Policy. 


Implication of breaching this policy

All employees are responsible for ensuring they comply with this policy. Any breach of this policy will be considered a disciplinary offence and may lead to disciplinary action. 
A serious breach of this policy may also result in the Company or the individual being held liable in law.
You must contact the data privacy manager if:
· you are unsure about the lawful basis relied upon to process personal data
· you need to get explicit consent for processing
· you need to draft a privacy notice
· you are unsure how long to keep data for
· you are unclear on security measures in place
· there has been a personal data breach
· you need further information on the individual rights detailed in the privacy notice
· you are engaging in new processing which is different to the purpose for which the data was originally collected
· if you need further advice or assistance.



APPENDIX

DATA SUBJECT RIGHTS POLICY AND PROCESS
Rights to Access Information
Individuals do have the right to access any personal data that relates to them which the Company holds.  Any persons who wishes to exercise this right should follow the steps outlined below.  

1. Confirm your request to access personal data in writing.  This can be via a written letter or email format.  Your request should be addressed to the data Privacy manager.
2. Where possible we encourage requests to be specific regarding what information you are requesting access to.  This will help speed up the time we can respond to your request.
3. On receipt of your request the information will be provided to you by the Data Privacy Manager in a reasonable timeframe.  We will endeavour to achieve this within one calendar month of the request being received.
4. In the event the request is complex or numerous the timeframe may be extended by up to two additional months.  In this circumstance we will confirm this to you within one month of receiving the request and include an explanation for why a longer time period is required.

In the event requests are manifestly unfounded or excessive, in particular because they are repetitive the Company may charge a reasonable fee to take into account the administrative costs of providing the information or we may refuse to respond.  In the rare occasion the Company refuses to respond to a request this will be explained to the individual.

Rights to Rectification
Individuals do have the right to have inaccurate personal data rectified or completed if it is incomplete.  Any persons who wishes to exercise this right should follow the steps outlined below.  

1. Confirm your request to rectify personal data to the Data Privacy Manager.  This request can be made verbally or in writing.  Where a request is made verbally a written acknowledgement will be provided to you to record a request had been received. 
2. On receipt of your request you will receive confirmation when this has been resolved by the Data Privacy Manager.  We will endeavour to achieve this within one calendar month of the request being received.
3. The Company may determine it is appropriate to restrict the processing of the relevant personal data during the period of time your request is being reviewed and resolved.

The Company may refuse to comply with a request for rectification if the request is manifestly unfounded or excessive, taking into account whether the request is repetitive in nature.  If we consider the request falls into this category we may request a reasonable fee to deal with the request or refuse to deal with the request.  In either event we will confirm the basis of our decision within one calendar month of receiving the request.

Rights to Erasure
In certain circumstances individuals have the right to have personal data erased.  Individuals have the right to have their personal data erased if:
· the personal data is no longer necessary for the purpose for which it was originally collected or processed;
· you wish to withdraw consent which was previously provided by you for personal data to be processed; 
· you object to the processing of personal data for legitimate interests and there is no overriding legitimate interest to continue this processing in light of your objection; 
· the personal data is being processed for direct marketing purposes and you object to that processing;
· personal data is being processed unlawfully;
· there is a legal obligation to complete erasure; or
· personal data has been processed to offer information society services to a child

Any persons who wishes to exercise this right should follow the steps outlined below.  
1. Confirm your request to access personal data to Data Privacy Manager.  This can be verbally or in writing.   Where a request is made verbally a written acknowledgement will be provided to you to record a request had been received.  Please note a request may also be made to other members of the Company but it is strongly recommended you direct your request to Data Privacy Manager.  
2. On receipt of your request you will receive confirmation when this has been resolved by  Data Privacy Manager.   We will endeavour to achieve this within one calendar month of the request being received.
3. In the event the request is complex or numerous the timeframe may be extended by up to two additional months.  In this circumstance we will confirm this to you within one month of receiving the request and include an explanation for why a longer time period is required.
4. In the event the Company refuses a request for erasure this will be explained to the individual within one calendar month of receiving the request.

Rights to Restrict Processing
In certain circumstances individuals have the right to request personal data is restricted.  Individuals have the right to request a restriction in processing in the following circumstances:
· you contest the accuracy of the personal and the Company is currently verifying the accuracy of the data;
· the data has been unlawfully processed and you do not want erasure but request restriction instead;
· the personal data is no longer needed but you need the Company to keep it in order to establish, exercise or defend a legal claim; or
· you have objected to the processing of personal data and this request is currently being considered. 

It is important to note where personal data is restricted it will not be able to be processed, with the exception of storing it, unless;
· the individual has provided consent;
· it is for the establishment, exercise or defence of legal claims;
· it is for the protection of the rights of another person; or 
· it is for reasons of important public interest

Any persons who wishes to exercise this right should follow the steps outlined below.  
1. Confirm your request to restrict processing of personal data to the Data Privacy Manager.  This request can be made verbally or in writing.  Where a request is made verbally a written acknowledgement will be provided to you to record a request had been received. 
2. On receipt of your request you will receive a response by the Data Privacy Manager We will endeavour to achieve this within one calendar month of the request being received.

The Company may refuse to comply with a request for rectification if the request is manifestly unfounded or excessive, taking into account whether the request is repetitive in nature.  If we consider the request falls into this category we may request a reasonable fee to deal with the request or refuse to deal with the request.  In either event we will confirm the basis of our decision within one calendar month of receiving the request.

Right to Data Portability

The right to data portability only applies:
· to personal data an individual has provided to a Data Controller
· where the processing is based on the individuals consent or for the performance of a contract; and
· when processing is carried out by automatic means

Personal data for this purpose will be provided in a structured, commonly used and machine readable format.   Machine readable means that the information is structured so software can extract specific elements of the data which enables other organisations to use the data.
This information will be provided free of charge and if technically feasible, we will transmit the data directly to another organisation.  
If the personal data concerns more than one individual the Company must consider whether providing the information would prejudice the rights of any other individual.
Any persons who wishes to exercise this right should follow the steps outlined below.  
1. Confirm your request for data portability to the Data Privacy Manager.  This request should be made in writing.  
2. On receipt of your request you will receive a response by the Human Resources team.  We will endeavour to achieve this within one calendar month of the request being received.
3. In the event the request is complex or numerous the timeframe may be extended by up to two additional months.  In this circumstance we will confirm this to you within one month of receiving the request and include an explanation for why a longer time period is required.

In the event the Company decides not to take action in response to a request an explanation will be provided within one calendar month of receiving the request.

Right to Object
[bookmark: _GoBack]Individuals have the right to object to processing of personal data based on their individual circumstances for the purpose of direct marketing, historic or scientific research or studies and for processing based on legitimate interests or the performance of a task in the public interest / exercise of official authority.   Individuals may object to the processing of their personal data in these circumstances where they have an objection on grounds relating to his or her particular situation. 
The Company will stop processing personal data if a request is made unless:
· we have a compelling, legitimate grounds for the processing which override the interests, rights and freedoms of the individual; or
· the processing is for the establishment, exercise or defence of legal claims.
The business will stop processing personal data for direct marketing purposes as soon as reasonably practicable once an objection has been received.  
In the event the Company is conducting research where the processing of personal data is necessary for the performance of a public interest task we will not be required to comply with an objection to processing.
Any persons who wishes to exercise this right should follow the steps outlined below.  
1. Confirm your request for data portability to the Data Privacy Manager a request should be made in writing.  
2. On receipt of your request you will receive a response from the Data Privacy Manager We will endeavour to achieve this within one calendar month of the request being received.



